BUPYCDbI:

e OTKPbIBAIOT YAANEeHHbIA AOCTYMN K BalleMy YCTPOUCTBY
e KpagyT NOrvHbl U NaposiM OT OHJ/1avH- U MOOUNIbHOIro 6aHKa
e MepexBaTbIiBalOT CEKPETHbIe KOAbl U3 COOOLLEeHUN

3anonyymB 3TU flaHHble, KN6eprnpecTyNnHUKH
MOryT MOXUTUTb BCE AE€HbIr'U C BallUX CHETOB

FEHEPANTbHASA MPOKYPATYPA
POCCUNCKOWU ®EOEPALLIUUA

MUHUCTEPCTBO BHYTPEHHUX OEN
POCCUNCKOWU ®EOEPALIUU

KAK SALLIUTUTD
CBOUTALDKETDI OT BUPYCOB
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»

KAK NMOHATD,

YTO YCTPOUCTBO 3APAXEHO?

UTO OEJATD,

EC/IU HA YCTPOUCTBE BUPYC?

KAK SALLUTUTD

YCTPOUCTBO OT BUPYCOB?

3aBUCaEeT, nepesarpyXxaeTca Unm oTK/IloHaeTcs
Camo 3aBepLiaeT paboTty NpunoXXeHnmn
NokasbiBaeT BCn/biBaloLMe OKHA

Tepset o6beM NamMATU

NMo3BoHUTE B 6aHK 1 nonpocute 3abnoknpoBsaTtb 4OCTynN
K OH/TaviH- U MOOUNBbHOMY 6aHKY U BCe KapTbl, KOTOpPbIe
UCNo/Nb30Basiu Ha YCTPOUCTBE

O6paTutrechb B CepBUCHbINA LLIEHTP, HTOObI BbI/1I€YNUTb ragxer

MepeBbinycTUTE KapThl, CMEHUTE /IOFMH U Naponb
OT OHNaH-6aHKa U 3aHOBO YCTaHOBUTE 6aHKOBCKOE NpUoXeHune

Mcnonb3synute aHTUBUPYC N perynapHoO ero obHoBNsAnUTe

He nepexoguTte no ccbi/ikamM OT HE3HAKOMLEB, He yCTaHaB/IMBauTe
NporpamMmbl Mo nx npocbbe U He NCMOoMb3ynTe YyXxue hnewkm

CkauuBaiTe NPUNoXeHUs TONIbKO U3 NPOBEPEeHHbIX UCTOYHUKOB
O6HoBNAWTE ONnepaLnoHHYIO CUCTEMY YCTPOWMCTBA

MU3s6berante obwepnocrtynHbix Wi-Fi-ceten

nop.pOGHee o 3amwre rapxeros ®duHaHcoBas
ymMTaiiTe Ha fincult.info KyJ/ibTypa



OT OHTAUH-MOLWEHHUKOB

Y1001 fOOpaTbCA A0 BawnX 6aHKOBCKUX CHETOB,
MOLLEHHMKAaM HYXHbIl BallU NepcoHasbHbie AaHHble
N PEKBU3UTbI KapT

Kakune cxeMbl UCnonb3yloT ahpepucTbl?

OBELLAIOT 30J10TbIE N'OPbI

Onpockbl 3a BO3HarpaxaeHue, coumnarnbHble Bbinaatbl Un CBEpPXnpuobblibHblIE
MHBECTULUMOHHbIE NPOEKTbIl. [apaHTna ObICTPOro oboraweHus — npusHak oomaHa

SAMAHUBAIOT HA PACIMPOAAXU

OI'pOMHbIe CKUOKU N HU3KUE LIEHbl MOIYT OKa3aTbCH MOLLEHHNYECKOW ynosKoﬁ

CMNEKYTNPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o6baBnaoT cOop AeHer Ha pa3paboTKy BakUUH, 00eLlaloT BEPHYTb
OEHbI’M 3a OTMEHEHHbIE PEUChl UK NpegnaratoT NoNyYnUTb rocyagapCcTBEHHbIE
aortauuu

MACKUPYIOTCH

Pa3birpbiBaloT po/b NPOAaBLOB M NOKynatesen Ha NnonynapHbIX canTax oObsABIEHN

Kak o6e3onacuTtb CBOU AeHbIrm

B MHTEepHeTe?

%2, TEHEPANbHASI MPOKYPATYPA
POCCUNCKOWU ®ELEPALIUU

MUHUCTEPCTBO BHYTPEHHUX OEN
POCCUMNCKOW ®EOEPALINU

YCcTaHOBUTE @HTUBUPYC N perynapHo oOHOBNANTE ero

3aBeauTe oTaenbHy AeOeToBYIO KapTy ANA nnaTtexen
B UHTEPHETE U K/1aAUTE Ha HEee HYXHYIO CYMMY nepes onnaToi

Bcerga npoBepanTte agpeca 3/IeKTPOHHOM NOYTbl U CAUTOB —
OHU MOTYT OTIMYaTLCA OT OPULIMaNbHbIX UL NAPOX CUMBO/OB

He nepexogute no ccbi/ikaM OT HE3HAKOMLEB —
cpasy yaansamte COMHUTEbHbIE COOOLLEHUSA

HukoMy He coobLlanTe CBOU NepPCOoHabHble AaHHbIe

Monpo6Hee o npasunax
KnbeprurueHbi ﬂ ®uHaHcoBas
ymTamTe Ha fincult.info Kynbtypa



FEHEPAJTIbHAS MPOKYPATYPA
POCCUMCKOW DEOEPALINA

MWUHUCTEPCTBO BHYTPEHHUX OEN
POCCUMACKOM GEOEPALIUU

@ 3AB/IOKUPOBATbD @ HAIMUCATb © OBPATUTbLCA
KAPTY 3AABNIEHUE O HECOITIACUU - Bnoauumio
- COMNEPALIVEN s

b/

« N0 HoMepy TenedoHa 6aHkKa ~ 3asBneHue AONXKHO . Yem 6onblue nopgei
Ha 6aHKOBCKOI KapTe ~ 6bITb HaMMCaHo: . nopaayT 3asiBfIeHUs,
Mnn Ha opuumanbHOM caunte .« B TeYEHMe CyTOK nocrne ~ TéM Bbllle BePOATHOCTb,
e Yepe3 MOOUNbHOE NpUNoXeHue COO6LEHNS O CMUCaAHUN ~ 4YTO NPEecCTyrnHUKOB
. Yepes NMYHbI KabuHeT RS RER TN
Ha oduLManbHOM caiite 6aHKa - Ha MecTe B OTAENeHUM
5 6aHKa

e B oTAeNneHun 6aHkKa

KAK OBE3OINACUTb AEHbI'M HA CHETAX?

HUKOMY HE COOBLUAWUTE: KOOAOBOE C/TOBO
« CPOK OeNCTBUA KapThbl U TPEX3HAYHbIN KO4 Ha3blBaWTE TO/NIbKO COTPYAHUKY OaHKa,
Ha ee obopoTHon ctopoHe (CVV/CVQC) Koraa caMmun 3BOHUTE Ha ropsvyto
NTUHUIO

e MAPO/IN N KOAbl U3 YBEAOMNEHUN
« IOFUH U Napo/b OT OHNanH-0aHKa

HE NMYBJIMKYUTE
nepCOHaanble OaHHbIE B OTKprTOM D,OCTyI'Ie

> baHK He KOoMneHcupyeT
noTtepu, ecniv Bbl HApYLUUIN

npaBuna 6esonacHoro
UCMNOJ/Ib30OBaHUSA KapTbl

YCTAHOBUTE
AHTUBUPYCbl HA BCe YCTPOWUCTBA

duHaHcoBan
KyJ/ibTypa

NMoppo6Hee o npaBuiax 6e30MacHOCTU
yuTamTe Ha fincult.info




MWUHUCTEPCTBO BHYTPEHHUX OEN
POCCUNCKOWU OEOEPALIUU

FEHEPAJIbHAS! MPOKYPATYPA
POCCUNCKOWU GEOEPALINU

OCTOPOXXHO:
TENEPOHHbIE MOLLEHHUKMHA!

S NPU3HAKOB OBMAHA

HA BAC
BbIXOOAT CAMU

AdepuUcTtbl MOIyT
NnpeacTaBUTbCA Cy)X6oun
6e3onacHocTu 6aHKa,
HasIoroBomn,

NpoKypaTypou

JTio6om HeoXXaaHHbIA
3BOHOK, CMC mnnu1 nucbMo —
NnoBoO4 HACTOPOXXUTbCS

3BOHAT
n3 baHka, nonuumu

WNW Opyrov opraHmMsaumm?

PALYIOT BHE3SAIMHOW
BbIFOAOW UM NYTAIOT

MPUTYIMJISIOT
eauTenbHOCTb

Q BAXXHO!

CoTpyaHUKU 6aHKOB 1 NONMuUnmn
HUKOI' 1A He cnpaliuvBaloT
PeKBU3UTbI KapTbl, Maposv

n3 CMC, nepcoHarsibHble AaHHble
U He NPOCKT coBepLuaTb
nepesoabl C Ballen KapThbl

o

Kak 3alTutb CBOU (PUHAHCHI,
yutamTe Ha fincult.info

~ YBEIOUTECD,

CunbHble aMoLuUn YTO 3TO HEe MOLUEHHUKU!

9 HA BAC OABAT

AdepucTbl BCceraa
TOPONAT, YTOO6bI

y Bac He 6b1n10
BpeMeHu Bce ob6aymaTb

9 FOBOPSIT O OEHBIAX

NpepnaraloT cnacTtu
cbepexeHus, NoNyunTb
KOMMEeHCaLuMIoO U BIIOXXUTbCS
B UHBECTULIMOHHbBIA NPOEKT

9 NMPOCSIT COOBLUMUTD
OAHHbBIE

3/10yMBbILLIEHHUKOB
UHTEpPEeCYIOT PEKBU3UTbI
KapTbl, NTApOSU 1 KOAabl

U3 6aHKOBCKUX YBEeAOMJIEHUMA

HUKOI'AA HUKOMY
HE COOBLULAMTE:

koabl us CMC

Tpex3Ha4yHbl¥ Koa Ha 060pOTHOMU
ctopoHe kaptbl (CVV/CVC)

PIN-kop

naponu/noruHol K 6aHKOBCKOMY
MPUNOXEHUIO U OHJTAUH-6aHKY

KoaoBoe CJ1oBO
nepcoHasibHble AaHHbIe

duHaHcoOBas
KyJ/ibTypa



KAK SALLUIUTUTDBCH
OT ®PULLUNHIA

PuUuwmHr — BUA MoLLeHHUYECTBa, Koraa y uenoBeka KpaayT
rnepcoHasibHble AaHHble WU AeHbr1 C NOMOLLbIO CAaUTOB-NOAAENOK.
YacTo MOWEeHHUKU AeNnaloT CanTbl, KOTOpbie KakK ABe Karnsiv Boabl
NOXOXKU Ha CaMmTbl peanibHbIX OpraHu3auum

KAK MOXHO OKA3ATbCH
HA ®ULLNHIOBOM CAUTE?

[1O0 CCbIIKaM U3 MHTEPHETa UNU 3JIEKTPOHHOWM noyYTbl, CMC,
COOOLEHNN B COLICETAX UTU MECCEHOKEPaX, peKNaMbl,
OObSABNEHUN O JIOTEpENX, pacrnpoaaax, KOMrneHcaumax

OT rocypapcrea

Xakepbl HaCTO B3/1aMbIBaIOT UY)KMUEe aKKayHTbl,
U PUIUMHroBas CCblJIKa MOXXET NPUATK Oa)XKe OT 3HAKOMbIX

KAK PACMNO3HATDb
OULLVHIOBbINA CANT?

Appec oTIM4YaeTcs OT HAaCTOSLWEro NMMLLb Napov CMMBOJIOB
B appecHOM CcTpoKe HET https 1 3HauKa 3aKpbITOro 3aMka
Oun3amH cKkonmMpoBaH HEKAYECTBEHHO, B TEKCTaxX €CTb OLLMOKU

Y caiTa MaJio CTpaHULL UNn gaxke ogHa — O BBoAa AaHHbIX
KapThl

KAK YBEPEYbDCH OT ®PULLNHTA?

YCTaHOBUTE aHTUBUPYC U perynapHoO O6HOBASUTE ero
CoxpaHanTe B 3aK/flagkKax agpeca HY>KHbIX CanuToB
He nepexoguTte no nogo3puTesibHbIM CCblfIKaM

Mcnonb3yiTe oTaeNbHYIO KapTy A8 MOKYNOK B UHTEPHETE,
KNaguTe Ha Hee HY)KHYIO CyMMYy NpsaMO rnepen onnatomn

e
ko ]* *  MNoppo6Hee o npaBUnax ®uHaHcosas
E"ﬁﬁ% KubeprurmeHol YMTamTe Ha PPN



